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Technical Support
Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. TheTechnical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, theTechnical Support groupworkswithProductEngineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

■ A range of support options that give you the flexibility to select the right
amount of service for any size organization

■ Telephone and Web-based support that provides rapid response and
up-to-the-minute information

■ Upgrade assurance that delivers automatic software upgrade protection

■ Global support that is available 24 hours a day, 7 days a week

■ Advanced features, including Account Management Services

For information about Symantec’sMaintenance Programs, you can visit ourWeb
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support
Customerswith a currentmaintenance agreementmay access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer onwhich theproblemoccurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

■ Product release level

■ Hardware information

■ Available memory, disk space, and NIC information

■ Operating system

www.symantec.com/techsupp/
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■ Version and patch level

■ Network topology

■ Router, gateway, and IP address information

■ Problem description:

■ Error messages and log files

■ Troubleshooting that was performed before contacting Symantec

■ Recent software configuration changes and network changes

Licensing and registration
If yourSymantecproduct requires registrationor a licensekey, access our technical
support Web page at the following URL:

www.licensing.symantec.com

Customer service
Customer service information is available at the following URL:

www.symantec.com/techsupp/

Customer Service is available to assist with the following types of issues:

■ Questions regarding product licensing or serialization

■ Product registration updates, such as address or name changes

■ General product information (features, language availability, local dealers)

■ Latest information about product updates and upgrades

■ Information about upgrade assurance and maintenance contracts

■ Information about the Symantec Buying Programs

■ Advice about Symantec's technical support options

■ Nontechnical presales questions

■ Issues that are related to CD-ROMs or manuals

licensing.symantec.com
www.symantec.com/techsupp/


Maintenance agreement resources
If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region
as follows:

contractsadmin@symantec.comAsia-Pacific and Japan

semea@symantec.comEurope, Middle-East, and Africa

supportsolutions@symantec.comNorth America and Latin America

Additional enterprise services
Symantec offers a comprehensive set of services that allow you tomaximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

SymantecEarlyWarningSolutions

These services remove the burdenofmanaging andmonitoring security devices
and events, ensuring rapid response to real threats.

Managed Security Services

Symantec Consulting Services provide on-site technical expertise from
Symantec and its trustedpartners. SymantecConsultingServices offer a variety
of prepackaged and customizable options that include assessment, design,
implementation,monitoring, andmanagement capabilities. Each is focused on
establishing andmaintaining the integrity and availability of your IT resources.

Consulting Services

Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.

Educational Services

To access more information about Enterprise services, please visit our Web site
at the following URL:

www.symantec.com

Select your country or language from the site index.

mailto:contractsadmin@symantec.com
mailto:semea@symantec.com
mailto:supportsolutions@symantec.com
www.symantec.com


Technical Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Chapter 1 Introducing Symantec ESM Modules for IBM DB2
Databases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

About the Symantec ESM Modules for IBM DB2 Databases ... . . . . . . . . . . . . . . . . . 9
What you can do with ESM DB2 modules ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
Where you can get more information .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Chapter 2 Installing Symantec ESM Modules for IBM DB2
Databases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

System requirements ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
Minimum account privileges ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
Installing the ESM DB2 module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
Silently installing the ESM DB2 module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
Configuration of the ESM DB2 Remote module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

About editing the configuration records ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
Silently configuring the ESM DB2 Remote module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
Configuration of the ESMDB2Audit Configuration and the ESMDB2

Fix Packs modules ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
About editing the configuration records ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

Silently configuring the ESM DB2 Audit Configuration and the ESM
DB2 Fix Packs modules ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

About creating a baseline snapshot ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
Configuring the IBM DB2 Database and Instance by using the ESM

DB2 Discovery module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
Configuring a new IBM DB2 database .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
Removing deleted databases ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
Configuring a new IBM DB2 instance .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
Removing deleted instances ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

Chapter 3 Understanding the ESM DB2 Modules . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

About the ESM DB2 Discovery module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Detect New Database .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Detect Deleted Database .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

Contents



Automatically Add New Database .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
Automatically Remove Deleted Database .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
Detect New Instance .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
Detect Deleted Instance .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
Automatically Add New Instance .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
Automatically Remove Deleted Instance .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

About the ESM DB2 Audit Configuration module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
Auditing enabled .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
Event types ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
Audit Database Events ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
Audit Miscellaneous Events ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
DB2 Instances ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
Other Audit Settings ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

About the ESM DB2 Fix Packs module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
Template files ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
Installed Fix Packs ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
DB2 Instances ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

About the ESM DB2 Remote module ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
DB2 Database Aliases ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
Authentication from the Server ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
DB2 Version and OS .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
Discovery mode .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
System authorities ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
Database privileges ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

Chapter 4 Logging functionality on the ESM DB2 modules . . . . . . . . . . 65

About the Logging functionality on the ESM DB2 modules ... . . . . . . . . . . . . . . . . 65
About the log levels of the messages ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
Creating the configuration file ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
Parameters of the configuration file ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
About log file ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68
Format of the log file ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
About the backup of logs ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

Chapter 5 Troubleshooting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

Encryption exception .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71
ESM DB2 Audit Configuration errors ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72
ESM DB2 Remote module errors ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

Contents8



Introducing Symantec ESM
Modules for IBM DB2
Databases

This chapter includes the following topics:

■ About the Symantec ESM Modules for IBM DB2 Databases

■ What you can do with ESM DB2 modules

■ Where you can get more information

About the Symantec ESM Modules for IBM DB2
Databases

Symantec Enterprise Security Manager (ESM) Modules for IBM DB2 Databases
extends Symantec ESM beyond securing the operating system to securing
mission-critical e-business components.Thesemodulesprotect IBMDB2Databases
fromknownsecurity vulnerabilities. Themodules introducenew, database-specific
executables and content, including modules to check audit configuration, fix
packs, authenticationmethods, currentDB2versionandUnauthorizedAuthorities
or privileges.

Working within the framework of Symantec ESM, the industry's most
comprehensive solution for discovering security vulnerabilities, Symantec ESM
Modules for IBM DB2 Databases eases the administrative burden of measuring
the effectiveness of enterprise security policies and enforcing compliance.

This product installs on Windows 2000, Windows Server 2003, Windows 2008,
Solaris SPARC, IBM AIX, and Red Hat Enterprise Linux servers. With these
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modules, Symantec ESM's centralized security scanning and integrated reporting
capabilities can be used to automate security evaluations and policy enforcement
for any IBM DB2 8.2, 9.1 and 9.5 databases that runs on your network.

What you can do with ESM DB2 modules
You can use Symantec ESM modules to report on the complaince of the your
computer's security policies. You can use Symantec ESM Modules for IBM DB2
Databases in the same way that you use other Symantec ESM modules:

■ Configure the application module to report on the IBM DB2 instances and
databases

■ Create a Symantec ESM policy using one or more DB2 modules

■ Configure the new policy

■ Configure applicable templates

■ Run the policy

■ Review the policy run results to compare the results with the your Enterprise
security policies.

You can use the ESM DB2 Discovery module or the db2setup utility to configure
the application modules.

The ESM DB2 Remote module uses the configuration information that is stored
in the /esm/config/DB2Module.dat file. The ESM DB2 Audit Configuration and
the ESM DB2 Fix Packs modules use the configuration information that is stored
in the /esm/config/DB2ModulePath.dat file.

Where you can get more information
See “Using policies, templates, snapshots, and modules” in the latest version of
your SymantecEnterprise SecurityUser’sGuide and “Reviewing policies,modules,
andmessages” in the latest version of your Symantec ESMSecurityUpdateUser’s
Guide formore information about Symantec ESMmodules. Formore information
onSymantecESMSecurityUpdates seeSymantecEnterpriseSecurityUser’sGuide.

For more information on Symantec ESM, Symantec ESM Security Updates, and
SymantecESMsupport for databaseproducts, see theSymantecSecurityResponse
Web site at http://securityresponse.symantec.com

Introducing Symantec ESM Modules for IBM DB2 Databases
What you can do with ESM DB2 modules
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Installing Symantec ESM
Modules for IBM DB2
Databases

This chapter includes the following topics:

■ System requirements

■ Minimum account privileges

■ Installing the ESM DB2 module

■ Silently installing the ESM DB2 module

■ Configuration of the ESM DB2 Remote module

■ Silently configuring the ESM DB2 Remote module

■ Configurationof theESMDB2Audit Configuration and theESMDB2FixPacks
modules

■ Silently configuring the ESM DB2 Audit Configuration and the ESM DB2 Fix
Packs modules

■ About creating a baseline snapshot

■ Configuring the IBM DB2 Database and Instance by using the ESM DB2
Discovery module

System requirements
Table 2-1 lists the IBM versions and the operating systems that support the ESM
Application modules for DB2.
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Table 2-1 Supported DB2 versions and operating systems

Supported IBM DB2
versions

Supported OS
versions

ArchitectureSupported
operating system

8.1, 8.2, 9.1, and 9.54 and 5x86Red Hat Enterprise
Linux ES (32-bit)

8.1, 8.2, 9.1, and 9.54x86Red Hat Enterprise
Linux AS (32-bit)

8.1, 8.2, and 9.15.2RS6KAIX (32-bit)

8.2, 9.1, and 9.55.3 and 6.1PPC64AIX (64-bit)

8.2, 9.1, and 9.59 and 10SPARCSun Solaris

Note: The Symantec ESM Application modules for DB2 are supported only on the
Enterprise Server Edition for the IBM DB2 databases.

To install Symantec ESM modules for IBM DB2 Databases, you must have the
following free disk space:

Table 2-2 Disk space requirements

Disk spaceAgent operating system

30 MBSun Solaris SPARC

30 MBRHEL (x86)

35 MBAIX (RS6K)

65 MBAIX (PPC64)

Minimum account privileges
For the ESM DB2 Remote module, the login accounts need minimum privileges
to execute the following commands for performing ESM security checks on IBM
DB2 server:

■ Select syscat.dbauth

■ Get database manager configuration

■ Get database configuration for <db>

Installing Symantec ESM Modules for IBM DB2 Databases
Minimum account privileges
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For the ESM DB2 Audit Configuration module, the login account that you specify
during configuration must have the following authority:

■ sysadm

Installing the ESM DB2 module
You can install the ESM DB2 module using the esmdb2.tpi.

The installation program does the following:

■ Extracts and installs module executables and configuration (.m) files and the
template files.

■ Registers the .mand the template files using your agent’s registrationprogram.

To run the installation program and register the files

1 From the product disc, run
/DATABASES/DB2/Modules/<architecture>/esmdb2.tpi

2 Choose one of the following option:

To display the contents of the package.Option 1

To install the module, rerun
esmdb2tpi.exe and select option 2.

Option 2

3 The 'Do you wish to register the template or .m files?' message appears. Do
one of the following:

■ If the files are not registered with the manager, type Y.

■ If the files have already been registered, type N and skip to “To enable
security checking for your IBM DB2 databases.”

4 Enter the ESM manager that the agent is registered to.

Usually, it is the name of the computer that the manager is installed on.

5 Enter the ESM access name (logon name) for the manager.

6 Enter the ESM password that is used to log on to the ESM manager.

7 Enter the network protocol that is used to contact the ESM manager.

8 Enter the port that is used to contact the ESM Manager. The default port is
5600.

9 Enter the name of the agent as it is registered to the ESM manager.

Usually, it is the name of the computer that the agent is installed on.

13Installing Symantec ESM Modules for IBM DB2 Databases
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10 The 'Is this information correct?' message appears. Do one of the following:

■ Type Y, the installation continues to extract the files.

■ TypeN, the installation prompts to enter the ESMmanager that the agent
is registered to.

When the extraction is complete, you are prompted to add configuration
records to enable the ESM security checking for your IBM database.

11 The 'Continue and add configuration records to enable ESMsecurity checking
for your DB2 database? [yes]' appears. Do one of the following:

■ Type Y, to install the ESM DB2 module on the agent computer.

■ Type N, the program installation continues without configuration.

Note: You should register the template and the .m files once for the agents that
use the same manager on the same operating system.

After the configuration is complete, you are prompted to add the configuration
records to enable the ESM security checking for your IBM DB2 instances. If you
have typed Y, the installation program reads the existing configuration records
and displays them.

To enable security checking for your IBM DB2 databases and instances

1 The installation displays the existing records from the configuration file.
Choose one of the following:

To manually create a new configuration
record for an undetected database.

Option 1

To modify or remove an existing
configuration record.

Option 2

To exit the configuration.Option 3

2 To add a configuration record for the database, do the following:

■ Enter the DB2 Alias\Database name. Press Enter if you are satisfied with
the detected alias.

■ DB2 Node\Instance name.

■ Enter the DB2 database login.

3 The 'Is this information correct?' message appears. Do one of the following:

Installing Symantec ESM Modules for IBM DB2 Databases
Installing the ESM DB2 module
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■ Type Y to continue and add configuration records to enable the ESM
security checking for your DB2 database.

■ Type N to re-enter the connection information.

4 The ‘Would you like to validate the connection with the database?' message
appears. Do one of the following:

■ Type Y to connect to a database and validate the connection.

■ Type N to add the configuration records directly in the configuration file
without validating the connection.

5 If the validation fails, the 'Would you still like to add this record to the
configuration file' message appears. Do one of the following:

■ Type Y to add the record in the configuration file without validating the
configuration records.

■ Type N, the program lists all the configuration records and prompting
you to choose one of the options.

6 After you have created configuration records for each database, the program
lists all of the configuration records. Choose one of the following options:

To manually create a new configuration
record for an undetected database.

Option 1

To modify or remove an existing
configuration record.

Option 2

To exit the configuration.Option 3

To configure the ESM DB2 Remote module

1 You are prompted to configure the ESM DB2 Remote module. Do one of the
following:

■ To continue configuration of ESM DB2 Remote module, type Y.

2 Enter the IBM DB2 database alias.

3 Enter the IBM DB2 instance name.

4 Enter the User ID to log on to the IBM DB2 database.

5 The Is this information correct? message appears. Do one the following:

■ Type Y to save the configuration record and continue with the next
database.

■ Type N to begin again with the same instance.
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The user name is encrypted when it is displayed for your approval.

6 Repeat steps 1 - 6 to configure another database.

After you have created configuration records for each database, the program
lists all of the configuration records. Choose one of the following options:

To create a new configuration record
database.

Option 1

To modify or remove an existing
configuration record.

Option 2

To finish the installation and exit the
program.

Option 3

Note:The encryption that is used to store the credentials is 256-bit AES encryption
algorithm.

To configure the ESMDB2 Audit Configuration and the ESMDB2 Fix Packsmodules

1 You are prompted to configure the ESM DB2 Audit Configuration and the
ESM DB2 Fix Packs module. Do one of the following:

■ Type Y to continue the ESM DB2 Audit Configuration and ESM DB2 Fix
Packs modules configuration.

■ Type N to end the installation without configuration.

2 Enter the IBM DB2 instance name.

3 Enter the user with SYSADM authority.

4 The 'Is this information correct?' message appears. Do one of the following:

■ Type Y to save the configuration record and continue with the next
instance.

■ Type N to begin again with the same instance.
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5 Repeat steps 1- 4 for each IBM DB2 instance.

6 After you have created configuration records for each instance, the program
lists all of the configuration records. Choose one of the following options:

To create a new configuration record for
an instance.

Option 1

To modify or remove an existing
configuration record.

Option 2

To finish the installation and exit the
program.

Option 3

Silently installing the ESM DB2 module
You can use the esmdb2.tpi to install the ESM DB2 module silently.

esmdb2.tpi -it -m <Manager Name> -U <Username> -p <5600> -P <password>- g
<Agent Name> -e

Table 2-3 lists the command-line options for installing the ESM DB2 module
silently

Table 2-3 Options to install the ESM DB2 module silently

DescriptionOption

Install this tune-up/third-party package.-I

Display the description and contents of this tune-up/third-party
package.

-d

Specify the ESM access record name.-U

Do not execute the before and after executables (installation without
configuration).

-e

Specify the TCP port to use.-p

Specify the ESM access record password.-P

Specify the ESM manager name.-m

Connect to the ESM manager by using TCP.-t

Specify the ESM agent name to use for registration.-g

Do not prompt for and do the re-registration of the agents.-K
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Table 2-3 Options to install the ESM DB2 module silently (continued)

DescriptionOption

Update the report content file on the manager.-Y

Configuration of the ESM DB2 Remote module
After installing the ESMDB2module you can edit the configuration records using
the db2setup utility. A configuration record is created for each database in the
DB2module.dat file when you enable security checking during installation.

About editing the configuration records
Youcanadd,modify, or remove the configuration records for the IBMDB2database
instances by using the db2setup utility program. By default, db2setup utility is
located in the /<InstallDir>/ESM/bin/<platform>/directory.

Run db2setup utility on the ESM DB2 Remote module with the following options:

Table 2-4 lists the editing configuration records.

Table 2-4 Editing configuration records for the ESM DB2 Remote module

TypeTo edit the configuration records for the
ESM DB2 Remote module

DB2Setup -hDisplay Help

DB2Setup -cCreate configuration records for detected
IBM DB2 databases.

DB2Setup -aAdd new configuration records for
undetected IBM DB2 databases.

DB2Setup -mModify or remove existing IBMDB2database
configuration records.

DB2Setup -lList existing IBMDB2database configuration
records.

Note:TheESMRemotemodule is enhanced to configure theDB2databasewithout
the password.Now themodule prompts for the database name, the instance name,
and the user name.
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Silently configuring the ESM DB2 Remote module
You canuse the db2setuputility to configure theESMDB2Remotemodule silently.

Use the following option to configure the ESM DB2 Remote module silently:

Table 2-5 lists the options for configuring the ESM DB2 Remote module silently

Table 2-5 Options to configure the ESM DB2 Remote module silently

DescriptionOptions

Silently configure the DB2 Remote module.-q

Specify the database name.-D

Specify the instance name.-I

Specify the username.-U

Specify to validate the connection to theDB2
database with the given instance name and
user name.

-V

Note:TheESMRemotemodule is enhanced to configure theDB2databasewithout
the password. The module no longer requires the –P option. db2setup -q –D

<Database name> -I <Instance name> -U <User name>

Configuration of the ESM DB2 Audit Configuration
and the ESM DB2 Fix Packs modules

You can edit the configuration records using the db2setuputility. A configuration
record is created for each IBM DB2 instance in the DB2ModulePath.dat file when
you enable security checking during installation.

About editing the configuration records
Youcanadd,modify, or remove the configuration records for the IBMDB2database
instances by using the db2setup utility program. By default, db2setup utility is
located in the /<InstallDir>/ESM/bin/<platform>/directory.

Table 2-6 list the editing options to configure records for the ESM DB2 Audit
Configuration and the ESM DB2 Fix Packs modules
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Table 2-6 Editing configuration records for the ESM DB2 Audit Configuration
and the ESM DB2 Fix Packs modules

TypeTo do this

DB2Setup –H -cAdd a new configuration record for DB2
database.

This option deletes the existing
configuration records.

DB2Setup –H -aAdd a new configuration record for DB2
database.

This option does not delete the existing
configuration records.

DB2Setup –H -mModify existing DB2 instance configuration
records.

DB2Setup –H -lList existing DB2 instance configuration
records.

Silently configuring the ESMDB2Audit Configuration
and the ESM DB2 Fix Packs modules

You can use the db2setup utility to configure the ESM DB2 Audit Configuration
and the ESM DB2 Fix Packs modules silently.

Use the following option to configure the ESM DB2 module silently for the DB2
Audit Configuration and Fix Packs modules:

Table 2-7 lists the options for configuring the ESM DB2 module for the Audit
Configuration and the Fix Packs modules silently.

Table 2-7 Options to configure the ESM DB2 module for Audit Configuration
and Fix Packs modules silently

DescriptionOption

Silently configure the DB2 Audit
Configurationmodule and theDB2FixPacks
modules.

-q -H

Specify the host instance name.-N

Specify theuser that hasSYSADMauthority.-A
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For example,

db2setup -q -H -N <instance name> -A <username>

About creating a baseline snapshot
To establish a baseline for ESM DB2 module security checks, create a new ESM
DB2 remote policy with snapshot-related checks enabled. Running this policy
creates snapshots of the current account information that you can update when
you run checks for new, deleted, or modified information.

Run themodule one time to create the snapshots, then rerun themodule to detect
changes between policy runs.

After running a policy, to update the snapshots directly from messages in the
Policy Run report, do one of the following:

■ Right-click on a modified message

■ Right-click on a deleted message

■ Right-click on a new report message

Configuring the IBM DB2 Database and Instance by
using the ESM DB2 Discovery module

The ESM DB2 Discovery module includes eight checks that let you automate the
detection and configuration of new databases and instances that are not yet
configured on the local ESM agent computers. The checks also detect the deleted
databases and instances and let you remove the deleted databases and instances
from the configuration file.

The following checks in theESMDB2Discoverymodule update theDB2Module.dat
file that the ESM DB2 Remote module uses:

■ Detect New Database

■ Detect Deleted Database

■ Automatically Add New Database

■ Automatically Remove Deleted Database

See “Configuring a new IBM DB2 database” on page 22.

See “About the ESM DB2 Discovery module” on page 25.
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The following checks in the ESM DB2 Discovery module update the
DB2ModulePath.dat file that the ESMDB2Audit Configuration andESMFix Packs
modules use:

■ Detect New Instance

■ Detect Deleted Instance

■ Automatically Add New Instance

■ Automatically Remove Deleted Instance

See “Configuring a new IBM DB2 instance” on page 23.

See “About the ESM DB2 Discovery module” on page 25.

Configuring a new IBM DB2 database
To report on the IBM DB2 database you should first configure the IBM DB2
database on an ESM agent computer.

To configure a new IBM DB2 database manually

1 Run the Discovery module on the ESM agent computers that have IBM DB2
installed.

The module lists all the new databases that were not previously configured.

2 Select the databases, right-click, and then select Correction option.

The Correction option configures the databases with the user name.

To configure a new IBM DB2 database automatically

1 Enable the check 'Automatically add new database.'

The check uses the user name that is specified in the User Name text box to
configure the newly discovered database entry in the configuration file
/esm/config/DB2Module.dat.

If the connection attempt fails then themodule returns a correctablemessage.

2 To use the Correctable option, do the following:

■ Right-click on the message

■ Choose correction option

■ Enter the user name

The ESMDB2Discoverymodule uses the user name and attempts to connect
to the database. After each successful connection, the ESM DB2 Discovery
module adds a configuration record in the configuration file.
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Removing deleted databases
Although, you may have deleted an IBM DB2 database, the configuration
information still exists in the ESM DB2 configuration file
/esm/config/DB2Module.dat.As a result, themodulewhen executed reports the
deleted IBM DB2 databases as deleted databases.

To remove deleted databases manually

1 Run the Discovery module on the target ESM agent computers. The module
lists all the deleted databases that were configured earlier.

2 Select the databases, right-click and select Snapshot Update option.

The Snapshot Update option deletes the configuration information of such
databases.

To remove the deleted databases automatically

◆ Enable the check ‘Automatically remove deleted databases.’

The module automatically deletes the corresponding database records from
the configuration file /esm/config/DB2Module.dat.

Configuring a new IBM DB2 instance
To report on the IBMDB2 instance you should first configure the IBMDB2 instance
on an ESM agent computer.

To configure a new IBM DB2 instance manually

1 Run the Discovery module on the ESM agent computers that have IBM DB2
installed.

2 The module lists all the new instances that were not previously configured.

3 Select the instances, right-click, and select Correction option.

The Correction option configures the instances with the user name.

To configure a new IBM DB2 instance automatically

1 Enable the check 'Automatically add new instance.'

The check uses the user name that is specified in the User Name text box to
automatically configure the newly discovered instance entry in the
configuration file /esm/config/DB2ModulePath.dat.

If ESM DB2 discovery module fails to add the configuration record then the
module returns a correctable message.

2 To use the Correctable option, do the following:

■ Right-click on the message
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■ Choose Correction option

■ Enter the user name
The DB2 Discovery module uses the user name and attempts to connect
and adds the configuration record in the configuration file after each
successful connection.

Removing deleted instances
Although, you may have deleted an IBM DB2 instance, the configuration
information still exists in the ESMDB2 configuration file. As a result, themodule
when executed reports the deleted IBM DB2 instances as deleted instances.

To remove deleted instances manually

1 Run the Discovery module on the target ESM agent computers. The module
lists all the deleted instances that were configured earlier.

2 Select the instances, right-click and select Snapshot Update option.

The Snapshot Update option deletes the configuration information of such
instances.

To remove the deleted instances automatically

◆ Enable the check ‘Automatically remove deleted instances.’

The module automatically deletes the corresponding instance records from
the configuration file /esm/config/DB2ModulePath.dat.
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Understanding the ESM
DB2 Modules

This chapter includes the following topics:

■ About the ESM DB2 Discovery module

■ About the ESM DB2 Audit Configuration module

■ About the ESM DB2 Fix Packs module

■ About the ESM DB2 Remote module

About the ESM DB2 Discovery module
The ESM DB2 Discovery module includes eight checks that let you automate the
detection and configuration of new databases and instances that are not yet
configured on the local ESM agent computers. The checks also detect the deleted
databases and instances and let you remove the deleted databases and instances
from the /esm/config/DB2Module.dat and /esm/config/DB2ModulePath.dat

configuration files.

Detect New Database
This check reports the database that are newly detected on the ESM agent
computers and thatwerenot configuredearlier in the/esm/config/DB2Module.dat
configuration file.

Even when the DB2 instance service is down the check continues to report the
newly discovered databases under the instance that is down. As the instance
service is down you cannot connect to the database thus you cannot use the
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snapshot update and correction features for the databases to add the configuration
records.

Table 3-1 lists the message output for the Detect New Database check.

Table 3-1 Detect New Database message

SeverityTitleMessage name

yellow-1New DatabaseESM_DB2_NEW_
DATABASE_DETECTED

Detect Deleted Database
This check reports the databases that are deleted from the ESM agent computers
but are still configured earlier in the /esm/config/DB2Module.dat configuration
file.

Table 3-2 lists the message output for the Detect Deleted Database check.

Table 3-2 Detect Deleted Database message

SeverityTitleMessage name

yellow-1Deleted DatabaseESM_DB2_DEL_
DATABASE_DETECTED

Automatically Add New Database
This check works in collaboration with the ‘Detect New Database’ check. This
check uses the user name that is specified in the User Name text box to
automatically configure the newly detected databases. The check takes the
$INSTANCE_NAME keyword that is specified in the User Name text box as an
instance owner to configure the databases.

Table 3-3 lists the message out for the Automatically Add New Database check.

Table 3-3 Automatically Add New Database messages

SeverityTitleMessage name

yellow-1Added New DatabaseESM_DB2_NEW_
DATABASE_ADDED

yellow-1Failed to Add New DatabaseESM_DB2_ADD_
DATABASE_FAILED
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Table 3-3 Automatically Add New Database messages (continued)

SeverityTitleMessage name

red-4Auto configuration disabledESM_DB2_AUTO_
DISABLED

red-4ESM Administrative InformationESM_DB2_LST_DB_
DIR_FAILED

red-4Connection ErrorESM_DB2_
CONNECTION_FAILED

Automatically Remove Deleted Database
This check works in collaboration with the 'Detect Deleted Database' check. This
check automatically removes the deleted database records from the
/esm/config/DB2Module.dat configuration file.

Table 3-4 lists themessage output for theAutomaticallyRemoveDeletedDatabase
check.

Table 3-4 Automatically Remove Deleted Database message

SeverityTitleMessage name

yellow-1Removed Deleted DatabaseESM_DB2_
DATABASE_DELETED

Detect New Instance
This check reports the IBM DB2 instances that are newly detected on the ESM
agent computers and that were not configured earlier in the
/esm/config/DB2ModulePath.dat configuration file.

Table 3-5 lists the message output for the Detect New Instance check.

Table 3-5 Detect New Instance message

SeverityTitleMessage name

yellow-1New InstanceESM_DB2_NEW_
INSTANCE_DETECTED
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Detect Deleted Instance
This check reports the instances thatwere deleted from theESMagent computers
but are still configured in the ESM DB2 /esm/config/DB2ModulePath.dat

configuration file.

Table 3-6 lists the message output for the Detect Deleted Instance check.

Table 3-6 Detect Deleted Instance message

SeverityTitleMessage name

yellow-1Deleted InstanceESM_DB2_DELETED_
INSTANCE_DETECTED

Automatically Add New Instance
This checkworks in collaborationwith the ‘Detect New Instance’. This check uses
the user name as specified in the User Name text box to automatically configure
the newly detected instance. If you specify the $INSTANCE_NAME keyword in
theUser Name text box then themodule uses the instance owner to configure the
DB2 instance.

Table 3-7 lists themessage output for theAutomaticallyAddNew Instance check.

Table 3-7 Automatically Add New Instance messages

SeverityTitleMessage name

yellow-1Added New InstanceESM_DB2_INSTANCE_
DELETED

red-4Auto configuration disabledESM_DB2_AUTO_
DISABLED

red-4Connection ErrorESM_DB2_
CONNECTION_FAILED

Automatically Remove Deleted Instance
This check works in collaboration with the 'Detect Deleted Instance' check. This
check automatically removes the deleted instance records from the ESM DB2
/esm/config/DB2ModulePath.dat configuration file.

Table 3-8 lists themessage output for theAutomatically RemoveDeleted Instance
check.
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Table 3-8 Automatically remove Deleted Instance message

SeverityTitleMessage name

yellow-1Removed Deleted InstanceESM_DB2_INSTANCE_
DELETED

About the ESM DB2 Audit Configuration module
TheESMDB2Audit Configurationmodule reports the current audit configuration
informationand its status on the computerwhere the IBMDB2server is configured.

The ESM DB2 Audit Configuration module reports on IBM DB2 instances.

Note: If the ESM agent has only the IBM DB2 client installed, the module reports
on the audit settings of the client.

The ESM DB2 Audit Configuration module lets you generate reports based on
various events and event types.

Auditing enabled
This check reports whether auditing is enabled on the IBM DB2 instances.

Table 3-9 lists the message output for the Auditing Enabled check.

Table 3-9 Auditing Enabled message

SeverityTitleMessage name

red-4DB2 Audit StatusESM_AUDIT_ACTIVE

Event types
The checks that are included in the Events Types group let you specify which
types of events you want to audit. You can also specify whether only successful
or failed events, or both, should be logged.

Audit Failure Events
This check reports whether the IBM DB2 databases logs error events are audited.
This check is not supported on the IBM DB2 version 9.5 database.

Table 3-10 lists the message output for the Audit Failure Events check.
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Table 3-10 Audit Failure Events messages

SeverityTitleMessage name

red-4Auditing Failure EventsESM_LOG_DB2ERROR

yellow-1Auditing Failure EventsESM_LOG_
ERROR_WARNING

Audit Success Events
This check reports whether IBM DB2 databases logs success events are audited.
This check is not supported on the IBM DB2 version 9.5 database.

Table 3-11 lists the message output for the Audit Success Events check.

Table 3-11 Audit Success Events messages

SeverityTitleMessage name

red-4Auditing Success EventsESM_LOG_SUCCESS

yellow-1Audit Success eventsESM_LOG_
SUCCESS_WARNING

yellow-1Audit Success eventsESM_LOG_SUCCESS_
ENABLED_WARNING

Audit Database Events
The checks that are included in the Audit Database Events group verify which
IBM DB2 database events are audited.

Auditing Related Events
This check reports whether the IBM DB2 databases logs audit events.

Table 3-12 lists the message output for the Audit Auditing Related Events check.

Table 3-12 Auditing Related Events messages

SeverityTitleMessage name

red-4Audit auditing related
events

ESM_LOG_DB2AUDIT

yellow-1Audit auditing related
events

ESM_LOG_
AUDIT_WARNING
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The following three newmessages are added to theAuditingRelatedEvents check.
The check reports the messages only on the IBM DB2 version 9.5 database.

Table 3-13 lists the message output for the Audit Auditing Related Events check
on the IBM DB2 version 9.5 database.

Table 3-13 Auditing Related Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Checking Events
This check reports whether the IBM DB2 databases logs checking events.

Table 3-14 lists the message output for the Audit Checking Events check.

Table 3-14 Checking Events messages

SeverityTitleMessage name

red-4Audit Checking
events

ESM_LOG_CHECKING

yellow-1Audit Checking
Events

ESM_LOG_
CHECKING_WARNING

The following three new messages are added to the Checking Events check. The
check reports the messages only on the IBM DB2 version 9.5 database.

Table 3-15 lists the message output for the Checking Events check on the IBM
DB2 version 9.5 database.

Table 3-15 Checking Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING
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Object Maintenance Events
This check reports whether the IBM DB2 databases logs Object Maintenance
events.

Table 3-16 lists the message output for Audit Object Maintenance Events check.

Table 3-16 Object Maintenance Events messages

SeverityTitleMessage name

red-4Audit Object
Maintenance events

ESM_LOG_OBJMAINT

yellow-1Audit Object
Maintenance events

ESM_LOG_
OBJMAINT_WARNING

The following three new messages are added to the Object Maintenance Events
check. The check reports themessages only on the IBMDB2 version 9.5 database.

Table 3-17 lists the message output for the Object Maintenance Events check on
the IBM DB2 version 9.5 database.

Table 3-17 Object Maintenance Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Security Maintenance Events
This check reports whether the IBM DB2 databases logs Security Maintenance
events.

Table 3-18 lists the message output for the Audit Security Maintenance Events
check.

Table 3-18 Security Maintenance Events messages

SeverityTitleMessage name

red-4Audit Security
Maintenance events

ESM_LOG_SECMAINT
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Table 3-18 Security Maintenance Events messages (continued)

SeverityTitleMessage name

yellow-1Audit Security
Maintenance events

ESM_LOG_
SECMAINT_WARNING

The following three new messages are added to the Security Maintenance Events
check. The check reports themessages only on the IBMDB2 version 9.5 database.

Table 3-19 lists the message output for the Security Maintenance Events check
on the IBM DB2 version 9.5 database.

Table 3-19 Security Maintenance Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

System Administrator Events
This check reports whether the IBM DB2 databases logs System Administrator
events.

Table 3-20 lists the message output for the Audit System Administrator Events
check.

Table 3-20 System Administrator Events messages

SeverityTitleMessage name

red-4Audit System
Administrator events

ESM_LOG_SYSADM

yellow-1Audit System
Administrator events

ESM_LOG_
SYSADM_WARNING

The following three newmessages are added to the SystemAdministrator Events
check. The check reports themessages only on the IBMDB2 version 9.5 database.

Table 3-21 lists the message output for the System Administrator Events check
on the IBM DB2 version 9.5 database.
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Table 3-21 System Administrator Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Validate Events
This check reports whether the IBM DB2 databases logs Validate events.

Table 3-22 lists the message output for Audit Validate Events check.

Table 3-22 Validate Events messages

SeverityTitleMessage name

red-4Audit Validate eventsESM_LOG_VALIDATE

yellow-1Audit Validate eventsESM_LOG_
VALIDATE_WARNING

The following three new messages are added to the Validate Events check. The
check reports the messages only on the IBM DB2 version 9.5 database.

Table 3-23 lists themessage output for the Validate Events check on the IBMDB2
version 9.5 database.

Table 3-23 Validate Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Context Events
This check reports whether the IBM DB2 databases logs Context events.

Table 3-24 lists the message output for the Audit Context Events check.
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Table 3-24 Context Events messages

SeverityTitleMessage name

red-4Audit context eventsESM_LOG_CONTEXT

yellow-1Audit Context eventsESM_LOG_
CONTEXT_WARNING

The following three new messages are added to the Context Events check. The
check reports the messages only on the IBM DB2 version 9.5 database.

Table 3-25 lists the message output for the Context Events check on the IBM DB2
version 9.5 database.

Table 3-25 Context Events messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Error Handling Facility
This check reports whether the IBM DB2 databases have the audit facility
parameter set toAudit. Youhave the option to specifywhether audit facility errors
are returned to the user (AUDIT) or ignored (NORMAL).

The Errortype parameter defines errors that either are returned to the user or
are ignored. The following options are defined for the ERRORTYPE option:

Transactions succeed only if the appropriate audit record is written
to the audit log.

Audit

Transactions succeed regardless of the audit status. The application
continues with normal processing and programmatically defined
termination.

Normal

Table 3-26 lists the message output for the Error Handling Facility check.

35Understanding the ESM DB2 Modules
About the ESM DB2 Audit Configuration module



Table 3-26 Error Handling Facility message

SeverityTitleMessage name

red-4Audit Facility For Error
Handling

ESM_LOG_ERRORTYPE

The following three newmessages are added to the ErrorHandling Facility check.
The check reports the messages only on the IBM DB2 version 9.5 database.

Table 3-27 lists the message output for the Error Handling Facility check on the
IBM DB2 version 9.5 database.

Table 3-27 Error Handling Facility messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Audit Miscellaneous Events
The checks that are included in theAuditMiscellaneousEvents groupverifywhich
the IBM DB2 database miscellaneous events are audited.

Instance Startup and Shutdown
This check reports whether IBM DB2 databases log the startup and shutdown
events of instances.

Table 3-28 lists themessage output for the Instance startup and shutdown check.

Table 3-28 Instance startup and shutdown messages

SeverityTitleMessage name

red-4Audit Instance startup
and shutdown

ESM_LOG_
INSTANCE_UP_DOWN

yellow-1Audit Instance startup
and shutdown

ESM_LOG_
INSTANCE_UP_DOWN_
WARNING
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The following threenewmessages are added to the InstanceStartupandShutdown
check. The check reports themessages only on the IBMDB2 version 9.5 database.

Table 3-29 lists themessage output for the Instance Startup and Shutdown check
on the IBM DB2 version 9.5 database.

Table 3-29 Instance Startup and Shutdown messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Changes To Configuration Parameters
This check reports whether IBM DB2 databases log the changes made to the
instance and the database configuration parameters.

Table 3-30 lists the message output for the Changes to configuration parameters
check.

Table 3-30 Changes to configuration parameters messages

SeverityTitleMessage name

red-4Audit changes made to
instance and database
configuration parameters

ESM_LOG_DB_DBM_CFG

yellow-1Audit changes made to
instance and database
configuration parameters

ESM_LOG_DB_
DBM_CFG_WARNING

The following three new messages are added to the Changes To Configuration
Parameters check. The check reports the messages only on the IBM DB2 version
9.5 database.

Table 3-31 lists themessage output for the Changes ToConfiguration Parameters
check on the IBM DB2 version 9.5 database.

Table 3-31 Changes To Configuration Parameters messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED
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Table 3-31 Changes To Configuration Parameters messages (continued)

SeverityTitleMessage name

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Database Activation and Deactivation
This check reports whether IBM DB2 databases log database activation and
deactivation.

Table 3-32 lists the message output for the database activation and deactivation
check.

Table 3-32 Database activation and deactivation messages

SeverityTitleMessage name

red-4Audit database activation
and deactivation

ESM_LOG_DB_ACT_DEACT

yellow-1Audit database activation
and deactivation

ESM_LOG_DB_
ACT_DEACT_WARNING

The following three new messages are added to the Database Activation and
Deactivation check. The check reports themessages only on the IBMDB2 version
9.5 database.

Table 3-33 lists themessage output for the Database Activation and Deactivation
check on the IBM DB2 version 9.5 database.

Table 3-33 Database Activation and Deactivation messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Use of SYSADM, DBADM, SYSCTRL, SYSMAINT
This check reports whether IBM DB2 databases log the use of SYSADM, DBADM,
SYSCTRL, SYSMAINT.
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Table 3-34 lists the message out for the Use of
SYSADM,DBADM,SYSCTRL,SYSMAINT check.

Table 3-34 Use of SYSADM,DBADM,SYSCTRL,SYSMAINT messages

SeverityTitleMessage name

red-4Audit Use of SYSADM,
DBADM,SYSCTRL, SYSMAI
NT

ESM_LOG_ADMINS

yellow-1Audit Use of SYSADM,
DBADM,SYSCTRL, SYSMAI
NT

ESM_LOG_
ADMINS_WARNING

The following three new messages are added to the Use of SYSADM, DBADM,
SYSCTRL, SYSMAINT check. The check reports the messages only on the IBM
DB2 version 9.5 database.

Table 3-35 lists the message output for the Use of SYSADM, DBADM, SYSCTRL,
SYSMAINT check on the IBM DB2 version 9.5 database.

Table 3-35 Use of SYSADM, DBADM, SYSCTRL, SYSMAINT messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Attempted Access To Restricted Objects
This check reports whether IBM DB2 databases log the attempted access to
restricted objects defined by information owner.

Table 3-36 lists themessage output for the Attempted access to restricted objects
check.

Table 3-36 Attempted access to restricted objects messages

SeverityTitleMessage name

red-4Audit attempted access to
restricted objects defined by
Information owner

ESM_LOG_RESTRICTED_OBJ
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Table 3-36 Attempted access to restricted objects messages (continued)

SeverityTitleMessage name

yellow-1Audit attempted access to
restricted objects defined by
Information owner

ESM_LOG_RESTRICTED_
OBJ_WARNING

The following threenewmessages are added to theAttemptedAccessToRestricted
Objects check. The check reports the messages only on the IBM DB2 version 9.5
database.

Table 3-37 lists themessage output for theAttemptedAccessToRestrictedObjects
check on the IBM DB2 version 9.5 database.

Table 3-37 Attempted Access To Restricted Objects messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Access To Sensitive Objects and/or Tables
This check reports whether IBMDB2 databases log the access to sensitive Objects
and/or Tables defined by Information owner.

Table 3-38 lists the output message for the Access to sensitive Objects and/or
Tables check.

Table 3-38 Access to sensitive Objects and/or Tables messages

SeverityTitleMessage name

red-4Audit access to sensitive
Objects and/or Tables
defined by Information
owner

ESM_LOG_SENSITIVE_OBJ

yellow-1Audit access to sensitive
Objects and/or Tables
defined by Information
owner

ESM_LOG_SENSITIVE_
OBJ_WARNING
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The following three new messages are added to the Access To Sensitive Objects
and/or Tables check. The check reports themessages only on the IBMDB2version
9.5 database.

Table 3-39 lists the message output for the Access To Sensitive Objects and/or
Tables check on the IBM DB2 version 9.5 database.

Table 3-39 Access To Sensitive Objects and/or Tables messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Unsuccessful Connection Attempts
This check reportswhether IBMDB2databases log the non-successful connection
attempts from all users.

Table 3-40 lists the message output for the Unsuccessful connection attempts
check.

Table 3-40 Unsuccessful connection attempts messages

SeverityTitleMessage name

red-4Audit non-successful
connection attempts fromall
users

ESM_LOG_FAILED_CONN

yellow-1Audit non-successful
connection attempts fromall
users

ESM_LOG_FAILED_
CONN_WARNING

The following three new messages are added to the Unsuccessful Connection
Attempts check. The check reports themessages only on the IBMDB2 version 9.5
database.

Table 3-41 lists the message output for the Unsuccessful Connection Attempts
check on the IBM DB2 version 9.5 database.
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Table 3-41 Unsuccessful Connection Attempts messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

Administrative Functions Performed
This check reports whether IBM DB2 databases log the administrative functions
performedbyall users against databasepermissions granted to accounts or groups.

Table 3-42 lists the message output for the Administrative functions performed
check.

Table 3-42 Administrative functions performed messages

SeverityTitleMessage name

red-4Audit administrative
functions performed by all
users against database
permissions granted to
accounts or groups

ESM_LOG_ADMIN_FNS

yellow-1Audit administrative
functions performed by all
users against database
permissions granted to
accounts or groups

ESM_LOG_ADMIN_
FNS_WARNING

The following three new messages are added to the Administrative Functions
Performed check. The check reports the messages only on the IBM DB2 version
9.5 database.

Table 3-43 lists the message output for the Administrative Functions Performed
check on the IBM DB2 version 9.5 database.

Table 3-43 Administrative Functions Performed messages

SeverityTitleMessage name

green-0Audit EnabledESM_SETTING_ENABLED

red-4Auditing DisabledESM_SETTING_DISABLED
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Table 3-43 Administrative Functions Performed messages (continued)

SeverityTitleMessage name

yellow-1Auditing DisabledESM_SETTING_
DISABLED_WARNING

DB2 Instances
This check lets you include or exclude the DB2 instances that the module reports
on. By default, the module examines all the DB2 instances that were configured.
Use the name list to specify the instances that are to be included or excluded.

Other Audit Settings
The checks that are included in the Other Audit Settings group reports on other
audit settings.

Audit Data Path
This check reports the path that you set for the audit data. This check has been
introduced under a new check group ‘Other Audit Settings’ and is only supported
on the IBM DB2 version 9.5 database.

Table 3-44 lists the message output for the Audit data path check.

Table 3-44 Audit Data Path message

SeverityTitleMessage name

green-0Audit Data PathESM_AUDIT_ DATA_PATH

If there is no audit path set for this setting then the value appears as set to default.

Audit Archive Path
This check reports the path that you set for the audit archive. This check has been
introduced under a new check group ‘Other Audit Settings’ and is only supported
on the IBM DB2 version 9.5 database.

Table 3-45 lists the message output for the Audit archive path check.

Table 3-45 Audit Archive Path message

SeverityTitleMessage name

green-0Archive PathESM_AUDIT_ARCHIVE_PATH
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About the ESM DB2 Fix Packs module
Thismodule reports if the current IBMDB2 level on the IBMDB2 instances needs
to be upgraded to the latest ESM DB2 fix pack.

The ESM DB2 Fix Packs module reports on the IBM DB2 instances.

Note: If the ESM agent has only the DB2 client installed, the module reports on
the client computer.

Template files
This check reports the information on the specific template files that are to be
included for the checks. This check compares the existing IBM DB2 level on the
IBM DB2 server with the latest fix pack available in the template file and reports
the difference.

Table 3-46 lists the message output for the Template files check.

Table 3-46 Template files messages

SeverityNameMessage

red-4No template files specifiedDB2_TEMPLATEFILE_MISSING

red-4Required DB2 Fix Pack for
your computer

DB2_REQUIRED_FIXPACK

red-4Configuration ErrorDB2_CONFIG_ERR

Note: The template files have been updated with the latest fix packs released by
IBM.

Installed Fix Packs
This check reports the fix packs that are installed on the IBM DB2 server. This
check also reports the details of the IBM DB2 level on the IBM DB2 server.

Table 3-47 lists the message output for the Installed Fix Pack check.
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Table 3-47 Installed Fix Pack messages

SeverityNameMessage

green-0Installed DB2 Fix Pack on
your computer

DB2_INSTALLED_FIXPACK

red-4Configuration ErrorDB2_CONFIG_ERR

DB2 Instances
This check lets you include or exclude the DB2 instances that the module reports
on. By default, themodule examines all the databases thatwere configured during
the ESMDB2 installation. Use the name list in this option to specify the instances
that are to be included or excluded.

About the ESM DB2 Remote module
The ESM DB2 Remote module includes checks that specify database aliases to be
checked, examine authentication methods, and list the current DB2 version and
operating system.

DB2 Database Aliases
During the ESM DB2 Remote module installation, the module creates a
configuration record to allow security checking for each database. After installing
the ESM DB2 Remote module, you can use the db2setup utility to add new
configuration records.

By default, ESM examines every IBM DB2 database alias for which there exists a
configuration record. Use the DB2 Database Aliases option to specify included or
excluded database aliases that you want to check. If the name list is empty, all
databases are checked.

To include one or more database aliases:

1 Enter names in the name list.

2 Select Include.

To exclude one or more database aliases:

1 Enter names in the name list.

2 Select Exclude.
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Note: ESM stores IBM DB2 database configuration records in the
/esm/config/DB2Module.dat file.

Authentication from the Server
This check examines the way users are authenticated. Your database is most
secure if users are authenticated from the server side rather than the client side.

Use the Authorized Setting name list to specify the authorized authentication
methods. TheAuthorized Setting name list includes by default the recommended
authentication methods SERVER and SERVER_ENCRYPT.

Table 3-48 lists themessage output for theAuthentication from the Server check.

Table 3-48 Authentication from the Server message

SeverityTitleMessage name

red-4Invalid DB2 Authentication
setting

INVALID_AUTHENTICATION_
SETTING

DB2 Version and OS
This check reports the DB2 database version and operating system.

Table 3-49 lists the message output for the DB2 Version and OS check.

Table 3-49 DB2 Version and OS message

SeverityTitleMessage name

green-0DB2 Version and OSDB2_VERSION_OS

Discovery mode
Discovery mode is an IBM DB2 feature that is used to gather information from
IBM DB2 servers located on a network. The ESM modules for IBM DB2 databases
includes checks that verify if a server, instance, or database is running in the
discovery mode.

Server Discovery Mode
This check examines the discovery mode setting for the IBM DB2 servers.
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Use the Server Discovery Mode name list to specify allowed the discovery mode
action parameters. By default, the Server Discovery Mode name list contains
DISABLE and KNOWN.

After you run this check, the Policy Run report lists all discovery mode action
parameters that are not in the name list.

Table 3-50 lists the message output for the Server Discovery Mode check.

Table 3-50 Server Discovery Mode message

SeverityTitleMessage name

green-0DB2 Server Discovery ModeSERVER_DIS_MODE

Instance Discovery Mode
This check examines the discovery mode setting for IBM DB2 instances.

Use the InstanceDiscoveryMode name list to specify the allowed discoverymode
action parameters. By default, the Instance Discovery Mode name list contains
DISABLE.

After you run this check, the Policy Run report lists all discovery mode action
parameters that are not in the name list.

Table 3-51 lists the message output for the Instance Discovery Mode check.

Table 3-51 Instance Discovery Mode message

SeverityTitleMessage name

green-0DB2 Instance Discovery
Mode

INSTANCE_DIS_MODE

Database Discovery Mode
This check examines the discovery mode setting for IBM DB2 databases.

Use theDatabaseDiscoveryModename list to specify the alloweddiscoverymode
action parameters. By default, the Database Discovery Mode name list contains
DISABLE.

After you run this check, the Policy Run report lists all discovery mode action
parameters that are not in the name list.

Table 3-52 lists the message output for the Database Discovery Mode check.
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Table 3-52 Database Discovery Mode message

SeverityTitleMessage name

green-0DB2 Database Discovery
Mode

DATABASE_DIS_MODE

System authorities
The ESM DB2 Remote module lets you to maintain lists of groups and users that
are granted IBMDB2authorities. The checks create reports of unauthorizedgroups
andusers. Themodule also includes checks that report new,modified, and deleted
groups and users that have been granted authorities.

Unauthorized Group Set in System Administrator Authority
This check reports groups that are granted the System Administrator Authority
but that are not authorized to have it.

Use the Authorized Groups name list to exclude all groups that are authorized to
have the System Administrator Authority.

After you run this check, the Policy Run report lists groups that have the System
Administrator Authority and that are not in the Authorized Groups name list.

Table 3-53 lists the message output for the Unauthorized System Administrator
Authority check.

Table 3-53 Unauthorized System Administrator Authority message

SeverityTitleMessage name

yellow-3Unauthorized group set for
System Administrator
Authority

UNAUTH_SYSADM_GROUP

Unauthorized Group Set in System Control Authority
This check reports groups that have been granted the System Control Authority
but that are not authorized to have it.

Use the Authorized Groups name list to exclude all groups that are authorized to
have the System Control Authority.

After you run this check, the Policy Run report lists groups that have the System
Control Authority and that are not in the Authorized Groups name list.
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Table 3-54 lists themessageoutput for theUnauthorizedSystemControlAuthority
check.

Table 3-54 Unauthorized System Control Authority message

SeverityTitleMessage name

yellow-3Unauthorized group set for
System Control Authority

UNAUTH_SYSCTRL_GROUP

Unauthorized Group Set in System Maintenance Authority
This check reports groups that have been granted the System Maintenance
Authority but that are not authorized to have it.

Use the Authorized Groups name list to exclude all groups that are authorized to
have the System Maintenance Authority.

After you run this check, the Policy Run report lists groups that have the System
Maintenance Authority and that are not in the Authorized Groups name list.

Table 3-55 lists the message out for the Unauthorized System Maintenance
Authority check.

Table 3-55 Unauthorized System Maintenance Authority message

SeverityTitleMessage name

yellow-3Unauthorized group set for
System Maintenance
Authority

UNAUTH_SYSMAINT_GROUP

UnauthorizedGroup/User inDatabaseAdministrator Authority
This check reports groups and users that have been granted the Database
Administrator Authority but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the Database Administrator Authority.

After you run this check, the Policy Run report lists groups and users that have
theDatabaseAdministratorAuthority and that arenot in theAuthorizedGroups/
Users name list.

Table 3-56 lists the message out for the Unauthorized Database Administrator
Authority check.
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Table 3-56 Unauthorized Database Administrator Authority message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for Database Administrator
Authority

UNAUTH_GROUPUSER_
DBADMAUTH

New Group/User in Database Administrator Authority
This check reports groups andusers thatwere granted theDatabaseAdministrator
Authority since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-57 lists themessageout for theNewGroup/User inDatabaseAdministrator
Authority check.

Table 3-57 New Group/User in Database Administrator Authority message

SeverityTitleMessage name

yellow-2New group/user set for
Database Administrator
Authority

NEW_GROUPUSER_
DBADMAUTH

If the detected user or group is authorized to have this authority, update the
snapshot. Revoke the authority if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in Database Administrator Authority
This check reports groups and users that had the Database Administrator
Authority andhad it revoked or thatwere deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-58 lists the message out for the Deleted Group/User in Database
Administrator Authority check.
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Table 3-58 Deleted Group/User in Database Administrator Authority message

SeverityTitleMessage name

yellow-2Deleted group/user set for
Database Administrator
Authority

DEL_GROUPUSER_
DBADMAUTH

If the deletion is authorized, update the snapshot. Restore the authority if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Modified Group/User in Database Administrator Authority
This check reports groups and users with Database Administrator Authority
“grantor” or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-59 lists the message out for the Modified Group/User in Database
Administrator Authority check.

Table 3-59 Modified Group/User in Database Administrator Authority message

SeverityTitleMessage name

yellow-2Modified group/user set for
Database Administrator
Authority

MOD_GROUPUSER_
DBADMAUTH

If the modification is authorized, update the snapshot. Restore the authority if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.
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Unauthorized Group/User in LOAD Authority
This check reports groups and users that were granted the LOAD Authority but
that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the LOAD Authority.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-60 lists the message out for the Unauthorized LOAD Authority check.

Table 3-60 Unauthorized LOAD Authority message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for LOAD Authority

UNAUTH_GROUPUSER_
LOADAUTH

New Group/User in LOAD Authority
This check reports groups and users that were granted the LOADAuthority since
the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-61 lists themessage out for theNewGroup/User in LOADAuthority check.

Table 3-61 New Group/User in LOAD Authority message

SeverityTitleMessage name

yellow-2Newgroup/user set forLOAD
Authority

NEW_GROUPUER_
LOADAUTH

If the detected user or group is authorized to have this authority, update the
snapshot. Revoke the authority if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in LOAD Authority
This check reports groups and users that had the LOAD Authority and had it
revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.
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Table 3-62 lists the message out for the Deleted Group/User in LOAD Authority
check.

Table 3-62 Deleted Group/User in LOAD Authority message

SeverityTitleMessage name

yellow-2Deleted group/user set for
LOAD Authority

DEL_GROUPUSER_
LOADAUTH

If the deletion is authorized, update the snapshot. Restore the authority if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Modified Group/User in LOAD Authority
This check reports groups and users with LOAD Authority “grantor” or
“granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-63 lists the message out for the Modified Group/User in LOAD Authority
check.

Table 3-63 Modified Group/User in LOAD Authority message

SeverityTitleMessage name

yellow-2Modified group/user set for
LOAD Authority

MOD_GROUPUSER_
LOADAUTH

If the modification is authorized, update the snapshot. Restore the authority if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.
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Database privileges
The ESM DB2 Remote module lets you maintain lists of groups and users that
have IBM DB2 database privileges. The checks create reports of groups and users
that are unauthorized to have these privileges. The module also includes checks
that report groups and users that have newly granted database privileges, that
have privileges modified, that have privileges revoked, or that have been deleted
since the last snapshot updates.

Unauthorized Group/User in BINDADD Database Privilege
This check reports groupsandusers thathavebeengranted theBINDADDDatabase
Privilege but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the BINDADD Database Privilege.

After you run this check, the Policy Run report lists groups and users that have
theBINDADDDatabasePrivilege and that are not in theAuthorizedGroups/Users
name list.

Table 3-64 lists themessageout for theUnauthorizedBINDADDDatabasePrivilege
check.

Table 3-64 Unauthorized BINDADD Database Privilege message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for BINDADD Database
Privilege

UNAUTH_GROUPUSER_
BINDADDAUTH

New Group/User in BINDADD Database Privilege
This check reports groups and users that were granted the BINDADD Database
Privilege since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-65 lists the message out for the New Group/User in BINDADD Database
Privilege check.
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Table 3-65 New Group/User in BINDADD Database Privilege message

SeverityTitleMessage name

yellow-2New group/user set for
BINDADDDatabasePrivilege

NEW_GROUPUSER_
BINDADDAUTH

If the detected user or group is authorized to have this privilege, update the
snapshot. Revoke the privilege if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in BINDADD Database Privilege
This check reports groups and users that had the BINDADD Privilege and had it
revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-66 lists themessage out for theDeletedGroup/User in BINDADDPrivilege
check.

Table 3-66 Deleted Group/User in BINDADD Privilege message

SeverityTitleMessage name

yellow-2Deleted group/user set for
BINDADDDatabasePrivilege

DEL_GROUPUSER_
BINDADDAUTH

If the deletion is authorized, update the snapshot. Restore the privilege if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Modified Group/User in BINDADD Database Privilege
This check reports groups and users with BINDADDDatabase Privilege “grantor”
or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group
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Table 3-67 lists the message out for the Modified Group/User in BINDADD
Database Privilege check.

Table 3-67 Modified Group/User in BINDADD Database Privilege message

SeverityTitleMessage name

yellow-2Modified group/user set for
BINDADDDatabasePrivilege

MOD_GROUPUSER_
BINDADDAUTH

If the modification is authorized, update the snapshot. Restore the privilege if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Unauthorized Group/User in CONNECT Database Privilege
This check reports groups and users that have been granted the CONNECT
Database Privilege but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the CONNECT Database Privilege.

After you run this check, the Policy Run report lists groups and users that have
the CONNECT Database Privilege and that are not in the Authorized Groups/
Users name list.

Table 3-68 lists themessageout for theUnauthorizedCONNECTDatabasePrivilege
check.

Table 3-68 Unauthorized CONNECT Database Privilege message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for CONNECT Database
Privilege

UNAUTH_GROUPUSER_
CONNECTAUTH

New Group/User in CONNECT Database Privilege
This check reports groups and users that were granted the CONNECT Database
Privilege since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-69 lists the message out for the New Group/User in CONNECT Privilege
check.
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Table 3-69 New Group/User in CONNECT Privilege message

SeverityTitleMessage name

yellow-2New group/user set for
CONNECTDatabasePrivilege

NEW_GROUPUSER_
CONNECTAUTH

If the detected user or group is authorized to have this privilege, update the
snapshot. Revoke the privilege if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in CONNECT Database Privilege
This check reports groups and users that had the CONNECT Database Privilege
and had it revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-70 lists themessage out for theDeletedGroup/User inCONNECTDatabase
Privilege check.

Table 3-70 Deleted Group/User in CONNECT Database Privilege message

SeverityTitleMessage name

yellow-2Deleted group/user set for
CONNECTDatabasePrivilege

DEL_GROUPUSER_
CONNECTAUTH

If the deletion is authorized, update the snapshot. Restore the privilege if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Modified Group/User in CONNECT Database Privilege
This check reports groups and userswith CONNECTDatabase Privilege “grantor”
or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group
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Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-71 lists the message out for the Modified Group/User in CONNECT
Database Privilege check.

Table 3-71 Modified Group/User in CONNECT Database Privilege message

SeverityTitleMessage name

yellow-2Modified group/user set for
CONNECTDatabasePrivilege

MOD_GROUPUSER_
CONNECTAUTH

Unauthorized Group/User in CREATETAB Database Privilege
This check reports groups and users that have been granted the CREATETAB
Database Privilege but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the CREATETAB Database Privilege.

After you run this check, the Policy Run report lists groups and users that have
the CREATETAB Database Privilege and that are not in the Authorized
Groups/Users name list.

Table 3-72 lists the message out for the Unauthorized CREATETAB Database
Privilege check.

Table 3-72 Unauthorized CREATETAB Database Privilege message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for CREATETAB Database
Privilege

UNAUTH_GROUPUSER_
CREATETABAUTH

New Group/User in CREATETAB Database Privilege
This check reports groups and users thatwere granted the CREATETABDatabase
Privilege since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-73 lists the message out for the New CREATETAB Database Privilege
check.
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Table 3-73 New CREATETAB Database Privilege message

SeverityTitleMessage name

yellow-2New group/user set for
CREATETAB Database
Privilege

NEW_GROUPUSER_
CREATETABAUTH

If the detected user or group is authorized to have this privilege, update the
snapshot. Revoke the privilege if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in CREATETAB Database Privilege
This check reports groups and users that had the CREATETABDatabase Privilege
and had it revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-74 lists the message out for the Deleted Group/User in CREATETAB
Database Privilege check.

Table 3-74 Deleted Group/User in CREATETAB Database Privilege message

SeverityTitleMessage name

yellow-2Deleted group/user set for
CREATETAB Database
Privilege

DEL_GROUPUSER_
CREATETABAUTH

If the deletion is authorized, update the snapshot. Restore the privilege if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Modified Group/User in CREATETAB Database Privilege
This check reports groupsanduserswithCREATETABDatabasePrivilege “grantor”
or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas
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Or a message might read:

granteetype changed to user from group

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-75 lists the message out for the Modified Group/User in CREATETAB
Database Privilege check.

Table 3-75 Modified Group/User in CREATETAB Database Privilege message

SeverityTitleMessage name

yellow-2Modified group/user set for
CREATETAB Database
Privilege

MOD_GROUPUSER_
CREATETABAUTH

If the modification is authorized, update the snapshot. Restore the privilege if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

New Group/User in CREATE_NOT_FENCED Database Privilege
This check reports groups andusers thatwere granted theCREATE_NOT_FENCED
Database Privilege since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-76 lists the message out for the New CREATE_NOT_FENCED Database
Privilege check.

Table 3-76 New CREATE_NOT_FENCED Database Privilege message

SeverityTitleMessage name

yellow-2New group/user set for
CREATE_NOT_FENCED
Database Privilege

NEW_GROUPUSER_
NOFENCEAUTH

If the detected user or group is authorized to have this privilege, update the
snapshot. Revoke the privilege if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Understanding the ESM DB2 Modules
About the ESM DB2 Remote module

60



Unauthorized Group/User in CREATE_NOT_FENCED Database
Privilege
This check reports groups and users that have been granted the
CREATE_NOT_FENCEDDatabase Privilege but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the CREATE_NOT_FENCED Database Privilege.

After you run this check, the Policy Run report lists groups and users that have
the CREATE_NOT_FENCEDDatabase Privilege and that are not in theAuthorized
Groups/Users name list.

Table 3-77 lists the message out for the Unauthorized CREATE_NOT_FENCED
Privilege check.

Table 3-77 Unauthorized CREATE_NOT_FENCED Privilege message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for CREATE_NOT_FENCED
Database Privilege

UNAUTH_GROUPUSER_
NOFENCEAUTH

Deleted Group/User in CREATE_NOT_FENCED Database
Privilege
This check reports groups andusers thathad theCREATE_NOT_FENCEDDatabase
Privilege and had it revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-78 lists themessage out for theDeleted CREATE_NOT_FENCEDDatabase
Privilege check.

Table 3-78 Deleted CREATE_NOT_FENCED Database Privilege message

SeverityTitleMessage name

yellow-2Deleted group/user set for
CREATE_NOT_FENCED
Database Privilege

DEL_GROUPUSER_
NOFENCEAUTH

If the deletion is authorized, update the snapshot. Restore the privilege if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.
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Modified Group/User in CREATE_NOT_FENCED Database
Privilege
This check reports groups and users with CREATE_NOT_FENCED Database
Privilege “grantor” or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-79 lists themessage out for theModifiedCREATE_NOT_FENCEDDatabase
Privilege check.

Table 3-79 Modified CREATE_NOT_FENCED Database Privilege message

SeverityTitleMessage name

yellow-2Modified group/user set for
CREATE_NOT_FENCED
Database Privilege

MOD_GROUPUSER_
NOFENCEAUTH

If the modification is authorized, update the snapshot. Restore the privilege if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Unauthorized Group/User in IMPLICIT_SCHEMA Database
Privilege
This check reports groups and users that have been granted the
IMPLICIT_SCHEMA Database Privilege but that are not authorized to have it.

Use the Authorized Groups/Users name list to exclude all groups and users that
are authorized to have the IMPLICIT_SCHEMA Database Privilege.

After you run this check, the Policy Run report lists groups and users that have
the IMPLICIT_SCHEMA Database Privilege and that are not in the Authorized
Groups/Users name list.

Table3-80 lists themessageout for theUnauthorized IMPLICIT_SCHEMADatabase
Privilege check.
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Table 3-80 Unauthorized IMPLICIT_SCHEMA Database Privilege message

SeverityTitleMessage name

yellow-3Unauthorizedgroup/user set
for IMPLICIT_SCHEMA
Database Privilege

UNAUTH_GROUPUSER_
IMPLSCHEMAAUTH

New Group/User in IMPLICIT_SCHEMA Database Privilege
This check reports groups and users that were granted the IMPLICIT_SCHEMA
Database Privilege since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table3-81 lists themessageout for theNewIMPLICIT_SCHEMADatabasePrivilege
check.

Table 3-81 New IMPLICIT_SCHEMA Database Privilege message

SeverityTitleMessage name

yellow-2New group/user set for
IMPLICIT_SCHEMADatabase
Privilege

NEW_GROUPUSER_
IMPLSCHEMAAUTH

If the detected user or group is authorized to have this privilege, update the
snapshot. Revoke the privilege if the detected user or group is not authorized.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

Deleted Group/User in IMPLICIT_SCHEMA Database Privilege
This check reports groups and users that had the IMPLICIT_SCHEMA Database
Privilege and had it revoked or that were deleted since the last snapshot updates.

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-82 lists the message out for the Deleted IMPLICIT_SCHEMA Database
Privilege check.
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Table 3-82 Deleted IMPLICIT_SCHEMA Database Privilege message

SeverityTitleMessage name

yellow-2Deleted group/user set for
IMPLICIT_SCHEMADatabase
Privilege

DEL_GROUPUSER_
IMPLSCHEMAAUTH

If the deletion is authorized, update the snapshot. Restore the privilege if it should
not have been deleted.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.

ModifiedGroup/User in IMPLICIT_SCHEMADatabasePrivilege
This check reports groups and users with IMPLICIT_SCHEMADatabase Privilege
“grantor” or “granteetype” changes since the last snapshot updates.

The Policy Run reports changes to the grantor and the granteetype. For example,
a message might read:

grantor changed to gwashington from fdouglas

Or a message might read:

granteetype changed to user from group

Run the module one time to create the snapshot, then rerun the module to detect
changes between policy runs.

Table 3-83 lists the message out for the Modified IMPLICIT_SCHEMA Database
Privilege check.

Table 3-83 Modified IMPLICIT_SCHEMA Database Privilege message

SeverityTitleMessage name

yellow-2Modified group/user set for
IMPLICIT_SCHEMADatabase
Privilege

MOD_GROUPUSER_
IMPLSCHEMAAUTH

If the modification is authorized, update the snapshot. Restore the privilege if it
should not have been modified.

You can update the snapshot directly from the console grid by right-clicking on
the Policy Run message.
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Logging functionality on the
ESM DB2 modules

This chapter includes the following topics:

■ About the Logging functionality on the ESM DB2 modules

About the Logging functionality on the ESM DB2
modules

The logging feature in the ESM DB2 modules enables the ESM to log the
information, such as errors and exceptions that amodule generates at the runtime.
This feature is currently enabled for the Audit configuration, Fix pack, Remote,
and Discovery modules.

About the log levels of the messages
The log level specifies the type and criticality of a message. You can manually
create a configuration file and specify the log level messages that you want to be
logged.

ESM checks the log level that you set in the configuration file and stores only the
qualifying messages in the log file.

See “Creating the configuration file” on page 67.

You can specify the following log levels:

Disable logging for the moduleESMNOLOG
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All critical failures are logged.

ESM always logs all critical failures
irrespective of the log level that you specify
in the configuration file. However, if
ESMNOLOG is specified in the configuration
file, ESM does not log the critical failures.

ESMCRITICALFAILURE|ESMERROR
|ESMEXCEPTION is the default log level and
you need not explicitly specify it in the
configuration file.

ESMCRITICALFAILURES

All errors are logged.

The following are some examples of the
errors:

■ Template file not found

■ Configuration file not found

ESMERRORS

All exceptions are logged.ESMEXCEPTIONS

All warnings are logged.ESMWARNINGS

All information messages are logged.

The information that is gathered during a
policy run is also logged at this level.

Note: When you enable the
ESMINFORMATION level, the performance
of the module may be affected because all
the information messages get logged.

ESMINFORMATION

All debug information is logged.ESMTRACE

All time-consuming operations are logged.ESMPERFMANCETIMING

All audit information is logged.

This level covers the data modification
operations such as Correction and Update.

ESMAUDIT

Includes all log levels except ESMNOLOG.ESMMAXIMUM

You specify the log level in the LogLevel parameter of the configuration file. For
example, to log the messages that are related to critical failures, specify the log
level as follows:

[db2discovery_LogLevel] = ESMCRITICALFAILURES
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You can also specifymultiple log levels by separating themwith a pipe (|) character
as follows:

[db2discovery_LogLevel] = ESMCRITICALFAILURES|ESMPERFMANCETIMING

You can use log levels for specific operations as follows:

ESMCRITICALFAILURES and ESMERRORSFor regular policy runs

ESMCRITICALFAILURES, ESMERRORS,
ESMTRACE, and ESMINFORMATION

To generate detailed logs for policy failure

Creating the configuration file
You can create a configuration file named esmlog.conf in the <esm_install_dir>
/config folder and specify the values that ESMuses to store the logs of amodule.

To create the configuration file

1 Change to the <esm_install_dir>/config folder.

2 Create a new text file and specify the parameters and their values.

3 Save the text file as esmlog.conf.

See “Parameters of the configuration file” on page 67.

The following is an example of the entries in the configuration file:

[MaxFileSize] = 1024

[NoOfBackupFile] = 20

[LogFileDirectory] = <esm_install_dir>/system/agentname/logs

[db2discovery_LogLevel] = ESMINFORMATION|ESMTRACE

[db2discovery_LogLevel] = ESMMAXIMUM

Note: No default configuration file is shipped with the ESM DB2 modules. You
need to manually create the file and specify the parameters in it.

Parameters of the configuration file
Table 4-1 lists the parameters that you need to specify in the configuration file.
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Table 4-1 Configuration file parameters

Default valueRange of valuesDescriptionParameter name

1 MB1 MB to 1024 MB (1
GB)

Specify the
maximum file size
for the log file in MB

[MaxFileSize]

10 to 20Specify the number
of backup files of the
logs that can be
stored per module.

For example, if the
value of
NOOFBACKUPFILEis
3, then ESM stores a
maximum of 3
backup files for the
module.

[NoOfBackupFile]

The directory
/esm/system/
<hostname>/tmp/

N/ASpecify the absolute
path to store the log
file and backup log
files.

[LogFileDirectory]

ESMCRITICALFAILURE
|ESMERROR
|ESMEXCEPTION

N/ASpecify the log level
along with the short
name of the module.

For example, to log
all errormessages for
the ESM DB2
Discovery module,
specify the following:

[db2discovery_LogLevel]
=ESMERRORS

[<module>_LogLevel]

If the configuration file esmlog.conf is not present then the logging functionality
appears to be disabled and no logs are generated.

About log file
The ESM application now stores the log file of the modules in the directory that
the user specifies. If the directory that the user specifies does not exist, then the
module first creates the directory and then stores the log files in it.

The log file has the following format:
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<module_name>.log

The <module_name> is the short name of the module. For example, the log file
of the ESMDB2Discovermodule is nameddb2discovery.log. The backup file name
for ESM DB2 Discovery module is named db2discovery.log_1.bak and so on.

Note: During the process of logging, ESM locks the log file to store the logging
information. If the log file is open at that time, the information about the logs
may be lost.

Format of the log file
A log file contains the following fields:

Serial number of the log file entry

The serial number is displayed in
hexadecimal format.

The serial number is reset in the next policy
run on the module.

Serial Number

Thread identifier of the process that
generated the message

Thread ID

Name of the source file that generates the
message.

Source File Name

Line number in the source file from where
the message generates

Line Number

Date on which the log was createdDate

Time at which the log was createdTime

Theactualmessage thatwasgeneratedalong
with the log level of that message.

Message

About the backup of logs
When the log file reaches a specified size limit, ESM backs up the log file. This
size limit is configurable and you can specify it in the MaxFileSize parameter of
the configuration file.

If the log file reaches the MaxFileSize value, ESM creates a backup of the log file
depending on the No of BackupFile value that is specified in configuration file.
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For example, if the No of BackupFile value is 0, ESM overwrites the existing log
file, if any, for the module.
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Troubleshooting

This chapter includes the following topics:

■ Encryption exception

■ ESM DB2 Audit Configuration errors

■ ESM DB2 Remote module errors

Encryption exception
Anerrormaydisplaywhenyou run apolicy asking you to reconfigure themodule.

Table 5-1 lists the error message that is displayed and the solution for the error.

Table 5-1 Encryption exception

SolutionError

This error may occur if you have set SSL
Configure =0 after configuring theESMDB2
module. Or, if you have renamed or deleted
the AESConfigure.dat file.

To solve this problem, you need to
reconfigure the ESM DB2 module.

If you want to generate logs for encryption,
addDebugon=1 in theAESConfigure.dat file
from esm\config folder. This generates
DB2AESDebuglog.log in the
\esm\system\<platform>folder.

Encryption error
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ESM DB2 Audit Configuration errors
You may encounter errors while running policies that may cause the module to
report incorrect results for the IBMDB2database instance configuration settings.

Table 5-2 lists the error pertaining to ESM DB2 Audit Configuration module and
the solution.

Table 5-2 ESM DB2 Audit Configuration module errors

SolutionError

This behavior is observed while you
configure the DB2 Audit configuration
module by using the db2setup utility. If you
use adifferent usernameother than theuser
name that exists on the ESM agent
computers then during the policy run the
module reports audit settings as disabled for
the IBM DB2 database instance
configuration.

To solve this problem, you need to ensure
that you use a valid user for configuration.

Module reports audit settings as disabled

ESM DB2 Remote module errors
Youmay encounter errorswhile running policies thatmay cause the user account
to get locked or the connection to the DB2 database may fail.

Table 5-3 lists the errors pertaining to ESM DB2 Remote module and their
solutions.

Table 5-3 ESM DB2 Remote module errors

SolutionError

This happens because for every check, the
ESM DB2 module connects to the database
and the user account gets locked based on
the Windows Password policy.

To solve this problem, make sure the
credentials supplied for each database is
correct.

User account gets locked after running a
Policy run on DB2 Remote module on
Windows
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Table 5-3 ESM DB2 Remote module errors (continued)

SolutionError

This happens when the local DB2 instance
is registered to a different control center and
uses a different node name on the same
computer. Likewise, the install path
detection may also fail.

To solve this problem, use the instancename
to configure the databases.

Connection to theDB2database by using the
node name may fail
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